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Course Registration Notes

Division of Smart Security
Update: January, 2025

O Department of Cyber Defense (Confidential)
For inquiries related to course registration in the Department of Cyber Defense,
please contact the administrative office at 02-3290-4253.

ODivision of Smart Security

1. Course registration basics

a. The curriculum applied is based on the year of admission.

b. Due to curriculum revisions, the curriculum applied varies by year, so please
pay attention to the course requirements.

c. Course registration must be completed by the student themselves.

2. Principles of Course registration
a. Credit limits for registration:
-Minimum: 1 credit, Maximum: 19 credits
-Exception: Students may exceed by 3 additional credits if they meet one
of the following conditions:
1. A cumulative GPA of 3.75 or higher without any F grades.
2. A GPA of 3.75 or higher in the previous regular semester, having
completed at least 18 credits without any F grades

3. New Course Registration System: Flexible Credit Course Registration System

a. Definition: This system allows students to pre-use or carry over up to 3 credits
within an academic year

b. Type Classification

Type Scope of Use

Spring Semester Desired Credits = Permitted Credits -

. . . . . Carry-over up to 3 credits
Spring Semester Desired Credits < Permitted Credits
to Fall Semester

) ) ) ) ) Pre-use up to 3 credits
Spring Semester Desired Credits > Permitted Credits ‘
from Fall Semester's allowance

X Reductions in registered credits due to Course Registration Drops(Withdraws) are not reflected
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c. Important Notes and Miscellaneous

1. If the total registered credits for the semester fall below 17 credits, students will
be ineligible for academic honors or excellence awards

2. Students who completed fewer than 17 (or 18) credits in the previous semester
without any F grades will not be allowed additional credit registration

w

Please proceed with course registration through the existing system as
previously (credit adjustments will be automatically calculated)

4. After the completion of the spring semester course registration (including
thecourse revision period), credits for pre-use in the fall semester and
carry-over credits will be applied to the system

ol

. The system cannot be applied to students who have changes in their academic
status during the Spring Semester (pre-using Fall Semester credits or carrying
over credits to the Fall Semester is not allowed). Freshmen, transfer students,
re-admitted students in the Fall Semester are also ineligible.

d. Implementation Timeline
A. [pre-use] Spring Semester: During the Course Add/Drop period (from school
year-specific to all-student adjustments)
B. [carry-over] Fall Semester : Starting from the Pre-Registration of Preferred
Courses period
X Note: The spring semester of this system is based on the start of the academic
year in March. (the fall semester starts in September)

4. What's new
a. Course Discontinuation and Introduction

Discontinuation and introduction of courses due to changes in recommended
enrollment semesters and course types

Recommended semesters and types of lectures
Before After

INTRODUCTION TO 1st semester of the 2nd year / | 1st semester of the 3rd year /
DIGITAL FORENSICS

Course Name

(SMRT303) Theory Theory and practice
SOFTWARE REVERSE 2nd semester of the 2rd year /| 2nd semester of the 3rd year /
ENGINEERING .
(SMRT224) Theory Theory and practice
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b. Changes in types of lectures

Course Name Types of lectures
SECURE CODING
(SMRT242)

DIGITAL FORENSIC
PRACTICE (SMRT424)

Theory and practice — Theory

Theory — Theory and practice
Al SECURITY I
(SMRT336)

c. Changes of Recommended Semester Enrollment

Course Name Recommended Semester Enroliment

ENGSIIE\ICELEJEIENéOIF-(rg\I\//IAFEI'E332) 1st semester of the 3rd year — 2nd semester of the 3rd year

SECURE SOFTWARE

ENGINEERING! Il (SMRT431) 2nd semester of the 4th year— 1st semester of the 4th year

d. Introduction of courses from other department.
- Cyber Defense Department course, CYDF211, added as a major elective.

5. Miscellaneous

a. Restrictions on Enrollment by Department:

Students who are not in the Department of Smart Security (including double
majors, interdisciplinary majors, and multiple majors) are restricted from registering
during the registration period. Students from other departments may register only
if there are available seats during the overall adjustment period.

b. For courses in the Department of Smart Security, enrollment may be limited
according to classroom capacity and the nature of the course.

c. Starting from the second semester of the 2023 academic year, a course
withdrawal system is implemented, allowing withdrawal of up to 9 credits per
semester. Some courses, such as required freshman courses, may have restrictions
on withdrawals.
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d. Courses Offered by Other Departments in the 2025-1 Semester

Course . .\
Department Course Name Credit Recognition Note
Number
DIGITAL LOGIC . .
COSE221 Major Elective
DESIGN
COSE341 OPERATING Major Electi Recommended
ajor Elective to take the class
Computer SYSTEMS
. COMPUTER offered by the
Science COSE342 Major Required A
NETWORK Smart Security
SOFTWARE . . Faculty
COSE451 Major Elective
SECURITY
e. Recognition of Major Credits for Courses from Other Colleges
Course Credit .
Department Course Name . Credit | Hours Note
Number Recognition
) Recognized for Division
DIGITAL LOGIC Major .
COSE221 ) 3 3 of Smart Security for
DESIGN Elective
students from 2023
COMPUTER Major
COSE222* . 3 3
ARCHITECTURE Elective
. Major
Computer | COSE312* Compiler Elect 3 3
i ectivé Recognized for Division
Science OPERATING Major gniz S|
COSE341* ) 3 3 of Smart Security for
SYSTEMS Elective
COMPUTER Major students from 2022
COSE342* . 3 3
NETWORK required
SOFTWARE Major
COSE451* . 3 3
SECURITY Elective

*Note: Courses marked with “*" can be retroactively recognized as major credits
for Division of Smart Security if already completed.

f. Academic foundations (Mandatory)

Year Course Number Course Name Credit | Hours Course Type
INTRODUCTION TO SMART
SMRT101 3 3 Theory
Students from SECURITY
2025 C PROGRAMMING AND Theory and
SMRT111 3 4 )
PRACTICE Practice

g. Capstone Design course

m For Capstone Design course, the supervising professor of the laboratory where
the student will conduct research as an undergraduate researcher will be in charge
of the course. Therefore, please obtain prior approval from the supervising
professor of the laboratory before applying.
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m When taking the Capstone Design course, students are required to write a

conference paper based on their research results.

h. Internship course
Credits for common courses offered by the Internship Support Center can be
recognized as major credits. The maximum limit for recognized major credits is 18
credits, and the course should be taken after the department reviews its relevance
to the major.

m Qualification : Students who are registered for at least 4 semesters (However,
for the students who takes seasonal semesters (summer, winter) field practice
system, 2 semesters are required)

Course Credi| Available | Course o .
Course Name Lecture Type Minimum Requirement
Number t |Semester| Type
Field Every Elective )
COOP031 . 3 . Internship
PracticeAl semester | Major
. Actual work day of 20 days,
: Actual work time of 160 hours
Field Every Elective .
COOP036 . 3 . Internship
PracticeA6 semester | Major
. . Every Elective .
COOPO061 |Field PracticeB1| 6 Internship

semester | Major

. . Every Elective ) .
COOP062 |Field PracticeB2| 6 ) Internship Minimum of 40 days, 320
semester | Major

) ) Every | Elective ) hours
COOPO063 |Field PracticeB3| 6 ) Internship
semester Major
Field Every Elective ) Minimum of 75 days, 640
COOP121 ) 12 ) Internship
PracticeD1 semester | Major hours

X Note: For detailed information, please check the announcements from the Field
Practice Center

X Course selection within the same course type and credit will be made in order
of course number. (If the same credit are completed in a different semester, the
credit is awarded for a different course, not for a retaken course. Therefore,
multiple courses with different course numbers are offered for the same credit.)

X Please consult with your department and obtain approval from the department
head in advance to have the field practice course recognized as a major credit if
it is not a intership course specifically offered for students in the Division of Smart
Security.

i. Credit Recognition for School of Cybersecurity Courses(Prerequisites)
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Division of Smart
Course . ) )
Department Course Name Credit | Hours Security Major
Number L
Classification
SCS552 loT Forensics 3 3 Elective Major
SCS554 Cloud Security 3 3 Elective Major
Research on Bigdata ) )
SCS558 Analvsi 3 3 Elective Major
Cybersecurity natysts
SCS605 loT Security 3 3 Elective Major
Blockchain and ) )
SCS606 3 3 Elective Major
Cryptocurrency
SCS701 Data Law 3 3 Elective Major

- Eligible Students: 4th-year students of Division of Smart Security with an overall
GPA of 3.50 or above in the previous semester.

- Credit Recognition for School of Cybersecurity Pre-Enrollment: If enrolled in the
Master's or Integrated Master's and Doctoral program of School of Cybersecurity,
up to 6 credits can be recognized beyond the required graduation credits of the
undergraduate program (based on the Graduate School Regulations, General
Graduate School Implementation Rules, Article 25, Paragraph 3, Subparagraph 2).

j. Combined Bachelor's and Master's Program in School of Cybersecurity
This program combines the undergraduate curriculum at Korea University with the
master's curriculum at School of Cybersecurity, allowing students to pre-complete
graduate courses during their undergraduate studies and shorten the duration of
their master's program.
m Department: Department of Information Security
m Qualification: Korea University undergraduate students who have
completed at least 4 semesters, earned at least 67 credits, and have a
GPA of 3.50 or higher.
m Application Period: Applications for the Fall 2025 semester are
expected to be accepted by the end of May 2025.
m Benefits for Combined Bachelor's and Master's Program Students
a. Shortened Course Duration
a) If a student enters the master's program and meets all the requirements
with a GPA of 4.0 or higher, the master's program can be shortened by
one semester (from 4 semesters to 3 semesters).
b) Early graduation from the undergraduate program is subject to the
undergraduate graduation requirements. If early graduation is achieved,
an additional semester can be shortened from the undergraduate
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program.

b. Scholarship upon Entering the Master's Program
Students will receive a scholarship equivalent to the admission fee in their
first semester of the master's program (paid to their account after the
start of the semester; April for the first semester, October for the second
semester).
m Course Completion at School of Cybersecurity
a. Course Completion
a) Starting from the semester following acceptance into the combined
program and until undergraduate graduation, students must complete at
least 6 additional credits in Cybersecurity courses (excluding
prerequisites and research guidance) at School of Cybersecurity, beyond
the required credits for undergraduate graduation.
b) If entering the master's program through the combined program, up to
9 credits of Cybersecurity courses completed beyond the undergraduate
graduation requirements can be recognized towards the master's
program.
X For detailed information, please refer to the announcements from School
of Cybersecurity.

For further details, please contact the administrative office of Division of Smart
Security (02-3290-4250).
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[Attachment 1] Course Catalog

Division of Smart Security

The Academic Year 2025

- Second | . Fourth
Content | course Credit | First year Third year
Number Course Name (Hour) year year
Category 1ot nofr]o]1]n
Exploration of International undergraduate students
The Academic | GELIOOS EXPLOR‘A-HON OF THE ACADEMIC 3(3) . admitted after the 2024 academic year
World WORLD must complete GELIOO7 Exploration of
ol the Academic World | (for international
O'€8S | GEWR002  COLLEGE WRITING 33) e« e students) and College Writing (for
Writing international students)
Freshmen who achieve an 'Advanced
Academic English| IFLS800  ACADEMIC ENGLISH | 22) . level on the English proficiency test
are exempt from the course
requirement
[CAREER-ENTREPRENEURSHIP]
General Ereshman Seminar| CEKS007  FRESHVAN SEMINAR | 100) .
required CEKS008  [CAREERENTREPRENEURSHIP] 10) ¢
FRESHMAN SEMINAR I
[CAREER-ENTREPRENEURSHIP]
GECTO0? 33) .
PROGRAMMING BASICS
Digital & SW [CAREER-ENTREPRENEURSHIP]
GECTO03  DATA  SCENCE  AND  ARTIFICIAL  3(3) o
INTELLIGENCE
[CAREER-ENTREPRENEURSHIP]
BT GEBTOO! 33) .
THE WORLD OF BIOSCIENCE.
Subtotal 19
Elective general 9
a Total of General course 28
SMRTIOI  INTRODUCTION TO SMART SECURITY 33) .
, , SMRTIO2  MATHEMATICS FOR SMART SECURITY 3(3) .
Academic foundations
SMRTIN C PROGRAMMING AND PRACTICE 3(4) o
SMRTI2  COMPUTATIONAL LOGIC 3(3) .
ALCORITHM ~ AND  PRACTICE  FOR
SVRT201 CRYPTOCRAPHY 34) i
SMRT222  MODERN CRYPTOGRAPHY 33) .
Required SMRT262  CYBER ETHICS 33) .
Meior SMRT301 Al SECURITY | 303) .
SMRT332  SECURE SOFTWARE ENGINEERING | 33) .
COSE342 COMPUTER NETWORK 3(3) °
Elective 24
Subtotal 42
Required
Intensive Bective
major
Subtotal 36
Total credits required for
graduation* 130
X Internship courses can be recognized for up to 18 credits towards the major, including courses offered
Note by the Internship Support Center (courses number starting with COOP).

Before course registration, the department will assess their relevance to the major
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Course Registration Notes

[Attachment 2] Undergraduate Courses

[Divison of Smart Security)

Course Credit Course Credit
Category Course Name Course Name
Number (Hour) Number (Hour)
ALGORITHM AND
SMRT201 PRACTICE FOR 3(4) | SMRT301 Al SECURITY | 33)
M CRYPTOGRAPHY
jor
MODERN SECURE SOFTWARE
Required | SMRT222 crypToGRAPHY — 3B3) | SMRT32 EXGINEERING | 36)
COMPUTER
SMRT262 CYVER ETHICS 3(3) COSE342  JETWORK * 3(3)
FORMAL SECURE SOFTWARE
SMRT203  \=THODS 3(3) SMRT431  EXEINEERING] 3(3)
SMRT205 ’Q/‘OART%NS‘QE'UCRS]TY 33) | SMRT433 EFCCESE'TTAY FOR 3(3)
CRYPTOGRAPHIC SMART SECURITY
SMRT221 AT 3(3) SMRT435 o5 |C ATION 3(3)
INTRODUCTION
SMRT303 TO DIGITAL 34) | swmrragl  GYBER TECHNOLOGY 5,
FORENSICS
SOFTWARE
SMRT344 REVERSE 3(4) | SMRT463 EEgﬁE%YﬂON 3(3)
ENGINEERING
INTRODUCTION
SMRT226 165 HACKING 3(4) | SMRT465 CAPSTONE DESICN | 3(6)
SMRT242 SECURE CODING 3(3) | SMRT466 CAPSTONE DESIGN Il 3(6)
WAY TO SET UP A
SMRT302 DATA SECURITY 3(3) | SMRT468 GREAT STARTUP 3(3)
COMPANY
Major | sMRT321  SRIPTOCRAPHIC33) | gvpTagi  INTERNSHIP | 3(0)
Elective
svrT322 - SRIPIQORAFIIC 34) | smRTag2  INTERNSHIP 1l 6(0)
COMPUTER
SMRT323  SYSTEM 3(4) | SMRT483 INTERNSHIP III 12(0)
SECURITY
COMPUTER
SMRT324  NETWORK 33) | COsE221 B'E%'lg\lﬁ LOGIC 3(3)
SECURITY
RISK COMPUTER
SMRT334  \ANAGEMENT 33) | COSE222 AR CHITECTURE* 36)
SMRT336 Al SECURITY I 3(4) COSE312  COMPILER* 3(3)
INTRODUCTION
SMRT338 B(ED—IDENTIFICATIO 33) | COSE341 855??&@6 3(3)
N
HARDWARE SOFTWARE
SMRT422 ¢t CURITY 3(3) COSE4ST  ZECURITY* 3(3)
DIGITAL
SMRT424 FORENSIC 3(4) CYDF211  Course 18 3(4)
PRACTICE
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[Attachment 3] Major Course Schedule

Course Registration Notes

Mon

Tue

Wed

Thu

Fri

C PROCRAMMING
AND PRACTICE
(SMVRTIN)

INTRODUCTION TO
SMART SECURITY
(SMRTI01)

C PROCRAMMING
AND PRACTICE
(SMVRTIN)

First | CRYPTOGRAPHIC CRYPTOGRAPHIC
: MATH (SMRT221) MATH (SMRT221)
class
09:0
-10:15
WAY TO SET UP WAY TO SET UP
CYBER A GREAT CYBER A GREAT
TECHNOLOGY o SRENS TECHNOLOGY L GREA S
AND LAW COMPANY AND LAW COMPANY
(SMRT46D) (SMRT468) (SMRT461) (SMRT468)
C PROGRAMMING INTRODUCTION TO
AND PRACTICE SVART SECURITY
(SMRTTI) (SMRTIO)
MATHEMATICS MATHEMATICS
Second FOR Al SECURITY FOR Al SECURITY
class (SMRT205) (SMRT205)
1%34% OPERATING OPERATING
' SYSTEMS SYSTEMS
(COSE34) (COSE34)
SECURE
SOFTWARE
ENGINEERINGII
(SMRT431)
ALGORITHM AND
PRACTICE FOR
) CRYPTOGRAPHY
Third (SMRT201)
class
12:00 CRYPTOGRAPHIC CRYPTOGRAPHIC
ki PROTOCOL PROTOCOL
' (SMRT321) (SMRT321)
SECURE
SOFTWARE
ENGINEERINGII
(SMRT431)
Fourth
class COMPUTER COMPUTER COMPUTER
13:30 NE TWORK Al SECURITY | NETWORK ALSECURITY I | vsTEM SECURITY
P (SMRT301) (SMRT301)
14:45 (COSE342) (COSE342) (SMRT323)
DIGITAL LOGIC DIGITAL LOGIC
) DESIGN DESIGN
Fifth (COSE221) (COSE221)
%‘.358 COMPUTER
:C SYSTEM SECURITY
-16:15 (SMRT323)
SECURITY FOR SECURITY FOR
BIGDATA BIGDATA
(SMRT433) (SMRT433)
ALGORITHM AND FORMAL FORMAL
Sixth | CRYPTOGRAPHY | METHODS METHODS
class (SMRT201)
16:30 INTRODUCTION INTRODUCTION
-17:45 TO DIGITAL e A TO DIGITAL
FORENSICS EMRT) FORENSICS
(SMRT303) (SMRT303)

_‘]0_
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Course Registration Notes

ALGORITHM AND INTRODUCTION
PRACTICE FOR TO DIGITAL
CRYPTOGRAPHY FORENSICS
(SMRT201) (SMRT303)
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